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Ping scan

$ nmap -sn 192.168.1.0/25

Vulnerability scan

git clone https://github.com/scipag/vulscan
git clone https://github.com/vulnersCom/Nmap-vulners.git
nmap --script vulscan/vulscan.nse 192.168.122.199 -p-
nmap --script vuln 192.168.122.199 -p-
nmap --script vulners/vulners.nse 192.168.122.199 -p-

References

https://www.esecurityplanet.com/networks/nmap-vulnerability-scanning-made-easy/
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